[image: ]Depending on the Firewall settings on a customer computer, it may be necessary to adjust the exceptions in the Firewall to allow port 7894 so that the PigCHAMP Mobile Program can communicate with the Handheld. In order to do this, please follow the steps as outlined.Figure 1

Go to Start> Control panel (Figure 1) If your view does not look the same as depicted in the screen in the top right hand corner of your control panel screen is a ‘View by’ option, change this to small icons. Next select the Windows Firewall option. 
[image: ]When the firewall settings appear (Figure 2) on the left hand side will be an option for ‘Advanced settings’, select this option. An additional window will now appear (Figure 3).Figure 2

[image: ]We need to adjust the Inbound Rules, to allow the handheld to send data to the  computer. In the Advanced Settings window on the left pane we need to select the ‘Inbound Rule’ option. On the right hand pane an option for a ‘new rule’ will appear (Figure 3) select this option.Figure 3

Figure 4









[image: ]For Rule Type we need to add a Port, select the Port option on this screen (Figure 4) and then select next.
The following screen allows us to select whether the rule applies to TCP or UPD ports, for PigCHAMP Mobile we need to select the TCP option (Figure 5). We also only want to allow a specific port through the firewall, select the Specific Local Ports option and enter in 7894 (Figure 5), select Next.
The next screen will ask you want type of action should be taken when the connection exists, select the option to Allow the Connection (Figure 6) and then select Next.Figure 4

[bookmark: _GoBack][image: ]The Profile screen will then appear asking when the rule applies, by default Domain, Private and Public will be selected, leave this screen as is and select the Next Option. Figure 5

Lastly the Name Screen will appear that will allow you to enter in a name for this new rule, this can be a name of your choosing it is recommended that you provide a name that will allow you to recognize the reason for this rule, something similar to PigCHAMP Mobile Port could be a good idea. 

[image: ]Figure 6

image6.png
Protocol and Ports
‘Specty the protocols and ports to which tis rue apples.

Steps:
© RueType

@ Protocal and Pots
o Adion

o Fofie

Doesthisrle applyto TCP or UDP?.

< Meme Does i e applyto ol oca potsor speciclocal pors?

‘Example: 80, 443, 50005010

Leam more about protocol and ports:

<Back.





image1.png
Adjust your computer's settings

¥ Acton Center
B Color Management

B el Clent System Updte
& Devices and Printers

Flash Player (G2-bi)

5 Gettng Strted

B! intel(R) Graphics and Media
Location and Other Sensors
5 Notification Area lcons

5 Phone and Modem

& Region and Language

® sync Center

8, User Accounts

P Windows Firewall

& Windows Update

» Control Panel » All Control Panel tems »

Administrative Tools
@ Credentiol Manager
& Deli Touchped
8 Display.
Folder Options
& HomeGroup
@ Intel® Rapid Storage Technology
B Mail G2-bit)
& parental Controls
B Power Options
145 RemoteApp and Desktop Connections.
158 System
& Windows Anytime Upgrade
@ Windows Live Language Setting
[ Vindopmaums o6 akcymynstope Dell

3 AutoPlay
8 Date and Time

2§ Desitop Gadgets

P OWWLAN Cord Utity

IDT Audio Control Panel

B Performance Information and Tools
& Progrems and Festures

4 sound

. Toskbar ond Start Menu

5 Windows Cardspace

© Windows Mobile Device Center

(ST ————

eSSl

"~ 4] oGtk e

Viewby:  Smallicons

W Backup and Restore

@ Defout Programs

&8 Device Manager

© Ese of Access Center

B Free ol Dt Protecton

& Indesing Options

& Keyboard

S Network and Sharing Center

B personaliation

& Recovery

§ Speech Recognition
Troubleshooting

88 Windows Defender

R Windows Mobilty Center

»





image2.png
@ » Control Panel » All Control Panel ltems » Windows Firewall

<[4

Search Control Panel

®| ©

Control Panel Home

o Allow a program or feature
through Windows Firewal

® Change notification ettings

® Turn Windows Firewal on or
off

& Restore defaults
& Advanced settings
Troubleshoot my network

Seealso
Action Center
Network and Sharing Center

Help protect your computer with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining access to your computer
through the Iteret or 2 network.

Learn how you can enable Windows Firewallin your computer

l &) Home or work (private) networks Connected (&)

l &) public networks Not Connected (%)





image3.png
Windows Firewall with Advanced Secur

File Action View Help

=20 = HE

4 Outbound Rules
B Connection Security Rules
» % Monitoring

Neme
@AVGInstaller

@AVGInstaller

@AVGInstaller

@AVGInstaller

@0ropbox

@oropbox

@dropboxece

@dropboxece

@ macmnsic

@macmnsic

@macmnsic

@macmnsic

@ Microsoft Offce Outiook

@ Microsoft OneNote

@ Microsoft OneNote

@ mymobilerexe

@ mymobilerexe

@ mymobilerexe

@ mymobilerexe

@skype

(@ 5QL Browser Service EXE

(@ 5QL Server Windows NT

@ Teamyiewer Remote Control Application
@ Teamyiewer Remote Control Application
@ Teamyiewer Remote Control Senvice

@ Teamyiewer Remote Control Senvice:

@ Trend Micro Cen/Servr Security Agert..
@ Trend Micro Cent/Servr Security Agert.«

@ Vindows Live CommunictionsPlatiorm

Fiir———

Enabled
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes

Allo|
Allo| =
Allo|
Allo.
Allo.
Allo.
Allo.
Allo.
Allo.
Allo.
Allo.
Allo.
Allo.
Allo.
Allo.
Allo.
Allo.
Allo.
Allo.
Allo.
Allo.
Allo.
Allo.
Allo.
Allo.
Allo.
Allo.
Allo.
Allo.

v
v
v

BB

New Rule.
Fite by Profle
Fiter by State
Fiter by Group
View

Refresh
ExportList..
Help





image4.png
Rule Type
Selct the typeof frewal e to create.

Steps:

o RueType Wihattype of e wouid you ke to oreate?
 Frtocal and Fots

o Adion Program

ur Rl that corros conectons for a progam.
o Neme. © Pot

Rule that cortrols connections for a TCP or UDP por.

Predefined:

BranchCache - Content Retreval (Uses HTTP)
Rule that cortrols connections for a Windows experience.

Custom
Custom .

Leam more about e types

<Bsck





image5.png
Action

‘Specty the actionto be taken when a connection matches the condiions specfied nthe .

Steps:
@ RueType
@ Protocol and Ports

Rule node.

Block the connection

Leam more about actons:

What acton shouid be taken when a connection matches the specified condions?

Alow the connection
O = ‘s includes connectons tha areprotected with [Psec as wel as those are ot
@ Prfie

Allow the connection if it is secure
@ Name

“This includes only connectons that have been authenticated by using IPsec. Connections
will e secured using the sttings i IPsec propertes and s inthe Connecton Securty.

<Back.





